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中南财经政法大学课程教学大纲

Course Syllabus of

Zhongnan University of Economics and Law

	Course Title: Network and Information security

	Course Code
	41143020
	Semester
	autumn

	Teaching Hours
	32
	Credits
	2

	Prerequisites
	mathematics, computer network

	Instructor Information

	Name
	Aiju Zhang
	Email
	2002zaj@163.com

	Institute
	School of Information and Security Engineering

	Applicable Object
	International Students

	Course Objectives
	Master the concepts, theories and algorithms related to network and information security. The main objectives are as follows:
1. Understand the main problems and elements of network information security;
2.Master the basic concepts related to cryptography, the development history of cryptography, the classification of cryptographic algorithms, the main transformation methods in symmetric cryptographic algorithms, the encryption and decryption characteristics of public key cryptographic algorithms, and the main problems to be solved;
3. Master common message authentication and identity authentication methods, such as Mac message authentication, Hash function and several common digital signature algorithms;
4. Master the concept of digital certificate, the composition and working principle of PKI system. Key points: X.509 digital certificate format, PKI system composition, verification process of digital certificate chain;

5. Understand and master the main security functions, implementation principles and types of firewalls. Key points: master the working principles, advantages and disadvantages of packet filtering, circuit gateway and application gateway;

6. Understand and master IDS principles and methods, IDS structure, NIDS, HIDS, DIDS, IDS design considerations and deployment, and IDS development trends. Basic requirements: understand the main security functions, implementation principles and types of IDS. Key points: master the design ideas, key technologies, advantages and disadvantages of NIDS, HIDS and DIDS;

7. Understand and master the basic principles of computer viruses, the types of computer viruses and the prevention of computer viruses.

	Course Description

(200 words)
	This course is an elective course for computer science and technology and information security majors, which is closely integrated with theory and practice. It systematically introduces various aspects of network and information security, mainly including: network information security overview, computer cryptography (including symmetric cryptography, asymmetric cryptography, message authentication and identity authentication, one-way hash function, etc.), PKI technology and digital certificates, Firewall technology, intrusion detection technology, computer viruses and prevention technology. Through the study of this course, students can understand the various security threats faced by the network and information system, improve their security awareness, master the basic concepts, algorithms and technologies related to network security, and be able to practice the basic skills of information security in the network environment, laying a necessary foundation for engaging in relevant jobs after graduation.


	Assessment Methods
	Study report and experiment report


	Textbooks and References
	1. lecture1428550736-CRYPTOGRAPHY AND NETWORK.pdf
2. fips-197.pdf
3. Upload and Share Documents Presentations Online - SlideServe
4. https://ieeexplore.ieee.org/Xplore/home.jsp
5. https://sci-hub.se
6.https://sci-hub.st
7.https://sci-hub.ru


	Course planning

	Chapter 1 The concept of network and information security

	Topic1:what is network security?
Topic2:the history of network security
Topic3:why need network security?
Topic4:Types of Attacks
Topic5:Network level security requirements
Topic6: Network and information security measures


	Chapter 2 Symmetric encryption algorithm

	Topic1:The Origin and Development of Cryptography
Topic2:Basic Concepts of cryptography
Topic3:Mathematical Basis of Cryptography
Topic4:Classical Encryption Techniques
Topic5:SUBSTITUTION Techniques
Topic6:Transposition Techniques
Topic7:DES 
Topic8:AES


	Chapter 3
	Topic1: basic thought of public-key cryptography
Topic2: One-way trapdoor function
Topic3: the Mathematical Problem of Public Key Cryptography
Topic4: Common Public Key Cryptographic Algorithms
Topic5:Diffie Hellman Key Exchange Algorithm
Topic6: RSA public key algorithm
Topic7: Application fields of public key cryptography
Topic8: Comparison between public key cryptography and private key cryptography


	Chapter 4 Message Authentication and Digital Signature
	Topic1: Direct digital signature
Topic2: MAC message authentication code
Topic3: Message authentication mechanism
Topic4: Message authentication method
Topic5: Digital Digest
Topic6: Principle of Digital Signature
Topic7: RSA Digital Signature
Topic8: DSS Digital Signature


	Chapter 5 Digital certificate and public key facilities
	Topic1: basic concept of PKI
Topic2: concept/structure/generation/verification/revocation of digital certificate
Topic3: concept of digital certificate
Topic4: X.509 digital certificate format
Topic5: verification process of digital certificate chain
Topic6: Security provided by PKI/CA


	Chapter6 Firewall technology
	Topic1: firewall concept
Topic2: firewall type: static packet filtering firewall, dynamic packet filtering firewall, circuit level gateway, application level gateway, state detection firewall, distributed firewall
Topic3: working principles of firewall
Topic4: advantages and disadvantages of firewall
Topic5: Deployment strategy of firewall


	Chapter7 Intrusion Detection Technology
	Topic1: IDS overview
Topic2: IDS principle and method
Topic3:IDS structure, NIDS, HIDS, DIDS
Topic4: IDS design considerations and deployment
Topic5: Advantages and disadvantages of NIDS, HIDS and DIDS
Topic6: The basic principles and methods of anomaly detection and misuse detection


	Chapter8
	Topic1: Computer virus and virus prevention
Topic2: Overview of computer viruses
Topic3: Basic principles of computer viruses
Topic4: Prevention of computer viruses



